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California State Senate
Senate Judiciary Committee
1021 O Street, Suite 3240
Sacramento, CA 95814

Re: Senate Bill 898: Support
Dear Members of the Senate’s Judiciary Committee:

Consumer Reports strongly supports SB 898 which would provide transparency around how
long consumers can expect their connected devices to operate in a safe and secure manner.
The bill has an added benefit of improving national and personal security.

Consumers are purchasing more devices that connect to the internet in the form of smart TVs,
smart home products and even large appliances. But over time connected products lose
software support, which can affect their security and also their features. For example, a
connected TV that loses support may not support certain apps or a router that no longer gets
updates becomes a potential security risk.' Some devices may stop working altogether.

Consumers deserve to know how long their products will work

This is not something consumers are necessarily aware of. In December 2024, Consumer
Reports conducted a nationally representative survey of 2,130 Americans that found that four in
ten (43%) owners of a connected device said that the last time they purchased one they were
not aware that it might lose software support at some point.?

The lack of awareness is unsurprising given that manufacturers don’t necessarily publish this
information or make it easy to find. The Federal Trade Commission researched 184 connected
products only to discover that only 21 — or 11.4% — disclosed the device’s software support
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duration or end date on the product web page.> Consumer Reports surveyed 21 of the top large
appliance brands and found that only three brands tell consumers how long they guarantee
updates to their appliances’ software and applications.* That same nationally representative
survey from December 2024 also found that 72% of Americans who have purchased smart
devices believe manufacturers should be required to disclose how long they will support those
devices.®

This bill would help consumers to make informed purchases by requiring manufacturers to put a
minimum guaranteed support time frame on product web pages, and disclose that time frame at
the point of purchase. It also would require manufacturers to proactively let consumers know
when a connected device loses support. These two simple provisions would greatly improve
cybersecurity by ensuring consumers can more effectively choose and use supported devices,
which in turn will greatly reduce the number of unsupported devices on the internet that are
available for cyberattacks.

From a marketplace perspective, requiring all manufacturers to specify a minimum guaranteed
support time frame creates a level playing field for competition, so that companies that disclose
information on end of product life are not undercut by companies who don't. It also will likely
push smart device manufacturers to compete on device longevity. We have seen this play out
over the last decade in smartphones with stated software support time frames going from two or
three years to seven years. That increase in support time frames boosted smartphone longevity,
and reduced e-waste.®

A minimum guaranteed support time frame is incredibly useful for consumers purchasing
connected devices, especially as these products are becoming more common, and more
expensive, than their “dumb” counterparts. Research from Parks Associates indicates that
consumer |loT products are priced 21% to 70% higher than similar non-connected products, with
an average price differential of 44%." Plus, by requiring companies to support a minimum
guaranteed support time free, the law allows manufacturers to extend that time frame at their
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discretion. For example, Apple, Amazon, Signify (which makes Philips Hue products), and other
manufacturers have published — and then subsequently extended — their support time frames
for their connected products.

Competition around support times frames reduces e-waste

Providing this information gives consumers essential information about how long they can
expect their products to work and remain secure, allowing them to select products that will
receive support for longer periods of time. This should drive manufacturers to build longer-lived
products, which in turn, will reduce the number of devices sent to landfills simply because they
stopped getting necessary security updates.

Research from the U.S. Public Interest Research Group in April 2025 estimates that the loss of
software support and cloud connectivity for connected devices has led to the creation of a
minimum of 130 million pounds of electronic waste since 2014.2 While we still expect companies
who make connected devices to stop supporting them over time, this law would help drive
manufacturers to compete on device longevity, educate consumers about the expected useful
life of their connected products, and in turn should lead to longer life cycles for connected
consumer devices.

As an additional incentive for manufacturers to offer high-quality devices, Consumer Reports
also would like to see the bill require companies to ensure that their minimum guaranteed
support time frames are commensurate with reasonable consumer expectations for the life of
the product. For example, a consumer buying a connected GE oven can only expect software
updates two years from the original purchase date or five years from the appliances’ launch
date, whichever is longer.® However consumers expect their large appliances to last an average
of 12 years. Two in five Americans (38%) said a large appliance should reasonably last more
than ten years. Another two in five (40%) said it should last exactly ten years."°

But if essential software features are only supported for up to five years, consumers buying a
connected oven could lose those essential features midway through their expected life of the

product.

Clear support time frames reduce cybersecurity risks
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The bill would also help improve public and consumer cybersecurity. When consumers keep
connected devices such as routers and loT products online after they have stopped receiving
software and security updates, it leaves these products open to cyberattack. We call these
devices zombies. Attackers can also use the zombie devices to access home networks. But
consumers have no way of knowing when their device becomes a zombie if the manufacturer
doesn’t tell them.

Zombie devices post a very real security risk, because they can easily get hacked and become
part of botnets used to take down web sites and services, or be used to establish footholds in
networks. Nation states and malicious actors have taken over routers and loT products that
have reached their end of life to launch botnets.™

In November 2025, a security researcher warned that thousands of end of life Asus routers,
including thousands in the United States, have been taken over by Chinese hackers and are
likely used for espionage.’? In March the FBI issued a warning for consumers to stop using 20
routers — many of which were no longer receiving software updates — because they were
actively being exploited by malware." The FBI warned that hackers were leasing the botnet
running on these end of life devices to criminals to conduct various types of fraud and
coordinated attacks on web sites.

Consumer Reports supports Senate Bill 898, and believes it will provide consumer protections
as connected devices become more common, allowing consumers to make informed decisions
and reward companies that behave responsibly. It also should lead to longer-lived products that
will help reduce e-waste while also boosting overall cybersecurity.

We would like the bill amended to add a requirement that the support period should match
reasonable consumer expectations associated with the device, which augments the disclosure
requirements with additional protections. We urge committee members to support SB 898.

Thank you for your time.
Stacey Higginbotham

Policy Fellow
Consumer Reports
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