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Data Privacy

The Problem for Consumers

Consumers currently possess very limited power to protect their personal information in the

digital economy, while online businesses operate with virtually no limitations as to how they

collect and process that information (so long as they note their behavior somewhere in their

privacy policy). As a result, consumers are ubiquitously tracked and detailed insights into their most
personal characteristics—including health conditions, political affiliations, precise geolocation, and sexual
orientation—are shared with innumerable third-parties. This information is sold as a matter of course, is
used to deliver targeted advertising, facilitates differential pricing, and enables opaque algorithmic

scoring—all of which can lead to unfair outcomes.

For example:

e Several major auto manufacturers were recently found to have secretly collected consumer
driving behavior' and shared it with insurance companies that used it, in some cases, to increase
consumers’ premium rates without their awareness.

e A CR investigation found that Kroger compiles extensive (and often inaccurate) profiles of
consumers through its loyalty program that affect the targeted discounts that consumers receive.i

e Several data brokersii were recently caught selling lists of consumers who visited sensitive
locations, such as religious facilities, hospitals, or political protests. One of those brokers suffered
a massive data breach that may have leaked the location information of millions of individuals.

e Other data brokers sell lists of consumers sorted by characteristics like “Rural and Barely Making
It” and “Credit Crunched: City Families,” which can be used to target individuals most likely to be

susceptible to scams or other predatory products.v

The Policy Opportunity

In the absence of action at the federal level, state lawmakers have taken up the mantle to pass consumer
privacy legislation. Currently, 19 states have a comprehensive privacy law. Unfortunately many of those
laws—heavily influenced by Big Tech lobbying—do not protect consumers from the harms of online
tracking and data abuse as well as they could. Other states have taken action to pass sector-specific
legislation (e.g. laws focused on non-regulated health data, children’s privacy, location privacy, or data

brokers), many of which CR has supported.vi



Though CR has successfully advocated for incremental improvements in many of these state laws, we
believe that there is still a long way to go before consumers have the privacy protections they need. We
recently partnered with the Electronic Privacy Information Center (EPIC) to create the State Data Privacy
Act—a model comprehensive privacy law that focuses on putting default protections into place so that the
onus of protection is on businesses, rather than forcing consumers to make endless consent choices. The
base text of the State Data Privacy Act is the Connecticut Data Privacy Act (CTDPA), a bill that industry
often cites as a model for other states to adopt. In our view, CTDPA contains too many loopholes, but it
can be built upon to create more meaningful consumer protections that interoperate with existing state

laws.

Consumer Reports’ Positions

CR supports strong comprehensive state privacy laws that include: the principle of data
minimization, universal opt-outs, enhanced protections for sensitive data, and robust enforcement

via a private right of action.

CR also supports legislation to put stronger regulations on specific types of sensitive information — such
as health and geolocation data — as well as more stringent rules for data brokers who traffic in selling
personal information.

For more information contact Matt Schwartz at matt.schwartz@consumer.org.
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About Consumer Reports

Founded in 1936, CR is on a mission to create a fair and just marketplace for all. Widely known for our
rigorous research and testing of products and services, we also survey millions of consumers each year,
report extensively on marketplace issues, and advocate for consumer rights and protections around

safety, digital rights, financial fairness, and sustainability. CR is independent and nonprofit.
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