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Consumer Reports! thanks the Federal Trade Commission (“FTC” or “Commission”) for the
opportunity to submit comments on dark patterns pursuant to the recent workshop, Bringing
Dark Patterns to Light.2 This request for comment is timely: dark patterns—deceptive interfaces
that push consumers to take actions that they did not intend, such as spending additional money,
sharing personal data, or spending more time online—are particularly prevalent in light of the
COVID-19 pandemic. The shutdown has caused people to spend more time online, including to
work, shop, and learn, where they are more likely to encounter these interfaces.® Further, it is
especially important for the FTC to take action because of the disproportionate impact that
certain dark patterns have on vulnerable populations, including the less educated.*

Dark patterns are pervasive. Sites often make it much easier to agree to a potential transaction
than to say no, relying on consumers’ limited attention span and the habit of clicking “OK.” In
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response to Europe’s recent General Data Protection Regulation (GDPR) privacy law, many
websites forced users through confusing consent dialogs to ostensibly obtain consent to share
and collect data for any number of undisclosed purposes.®> And researchers increasingly have
been paying attention to manipulative dark patterns as well. A 2019 Princeton University study
of 11,000 shopping sites found more than 1,800 examples of dark patterns, many of which
clearly crossed the line into illegal deception.® Consumer Reports research has also identified
numerous dark patterns, including in smart TV’s, food delivery apps, social media, and resort
fees.” And, Consumer Reports is helping to identify dark patterns through the Dark Patterns
Tipline, a project to crowdsource examples of these deceptive interfaces to help advocate for
reform.®

The FTC can—and has—taken action against dark patterns under its Section 5 unfairness and
deception authority® and the Restoring Online Shoppers’ Confidence Act (ROSCA).1° The FTC
should use its full authority to go after these deceptive interfaces. But the persistence of dark
patterns demonstrates that the FTC needs more power to effectively address them, especially
after the recent Supreme Court decision, FTC v. AMG Capital Management, that will make it
harder for the FTC to obtain redress for consumers. The FTC should:

e Step up enforcement under its Section 5 authority to police unfair and deceptive acts and
practices (UDAP), and under ROSCA,;

e Pursue a rulemaking prohibiting dark patterns under its existing Section 18 authority, or
take steps in that direction by banning hidden fees charged by hotels, event ticket sellers,
and others;

e Update the .com disclosures to be more precise and prescriptive;

5 Most Cookie Banners are Annoying and Deceptive. This Is Not Consent, PRIVACY INTERNATIONAL (May 21,
2019),
https://privacyinternational.org/explainer/2975/most-cookie-banners-are-annoying-and-deceptive-not-consent.

& Arunesh Mathur et al., Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites, PRoc. ACM
HuM.-COMPUT. INTERACT. (2019), https://webtransparency.cs.princeton.edu/dark-patterns/.

7 Samsung and Roku Smart TVs Vulnerable to Hacking, Consumer Reports Finds, CONSUMER REPORTS (Feb. 7,
2018), https://www.consumerreports.org/televisions/samsung-roku-smart-tvs-vulnerable-to-hacking-consumer-
reports-finds; Collecting #Receipts: Food Delivery Apps and Fee Transparency, CONSUMER REPORTS (Sept. 29,
2020), https://digital-lab-wp.consumerreports.org/wp-content/uploads/2020/09/Food-delivery -Report.pdf;
Consumers Union Letter to Fed. Trade Comm’n (Jun. 27, 2018), https://advocacy.consumerreports.org/wp-
content/uploads/2018/06/CU-to-the-FTC-Facebook-Dark-Patterns-6.27.18-1-1.pdf; Consumer Reports Calls On
FTC to Take Tougher Action to Stop Hidden Resort Fees, CONSUMER REPORTS (Aug. 6, 2019),
https://advocacy.consumerreports.org/press_release/consumer-reports-calls-on-ftc-to-take-tougher-action-to-stop-
hidden-resort-fees/.

8 Dark Patterns Tipline, https://darkpatternstipline.org/.

®15 U.S.C. § 45(a).

1015 U.S.C. § 8403; 4 Brief Overview of the Federal Trade Commission’s Investigative and Law Enforcement
Authority, FED. TRADE COMM’N (Oct. 2019), https://www.ftc.gov/about-ftc/what-we-do/enforcement-authority.



e Push Congress to expand the Commission’s authority, including by expanding resources
for staffing, allowing the FTC to issue civil penalties for first-time violations and obtain
equitable relief, and empowering the Commission to pursue APA rulemaking; and

e Support legislative efforts targeting dark patterns, including effective privacy legislation
and laws to prohibit hidden fees.

Market self-regulation and naming and shaming has not been enough to prevent companies from
using dark patterns. By their very nature, dark patterns are difficult for consumers to identify,
and companies have extremely strong incentives to continue to use them. Shame is not adequate
deterrence when the use of these deceptive interfaces can bring in billions of dollars. Instead,
consumers need clearer standards, more prescriptive guidance from the FTC, and more
aggressive enforcement.

The FTC should step up enforcement under its UDAP and ROSCA authority.

The FTC has taken action against dark patterns under its Section 5 unfairness and deception
authority and the Restoring Online Shoppers’ Confidence Act (ROSCA). But the prevalence of
these dark patterns shows that more needs to be done to rein them in.

Section 5 gives the FTC the ability to police unfair and deceptive acts and practices, which can
include dark patterns. An unfair practice has to: (1) cause substantial injury, (2) be reasonably
unavoidable by consumers, and (3) not be offset by countervailing benefits. The deception
authority encompasses material practices that are likely to mislead a consumer acting
reasonably.!

The FTC also has authority to take action against certain dark patterns under ROSCA. This
statute prohibits Internet sellers from using so-called “negative option” techniques, in which the
seller views the consumer’s failure to take action as an agreement to be charged for a good or
service.!? Instead, the company must provide clear notice of the terms prior to collecting their
payment information, obtain meaningful consent from the consumer prior to billing, and provide
an opportunity to opt out.*3

For example, the FTC recently took action against children’s online learning service ABC
Mouse—and reached a $10 million settlement—for the way they tricked customers into signing
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up for their membership-based online learning service for kids. While ABC Mouse advertised a
12-month special offer price, it failed to make clear that the subscription would automatically
renew indefinitely. And when a consumer wanted to stop the subscription, ABC Mouse made it
hard to do so, by hiding the link to the cancellation option and providing confusing prompts that
often prevented consumers from opting out. The FTC relied on a number of authorities to take
action, including ROSCA .14

But the FTC’s enforcement actions have not always been effective in changing market practices.
In 2012 and 2013, the FTC sent warning letters to 34 hotels and 11 online travel agencies that
did not properly disclose fees, including so-called resort fees, informing them that their practices
may violate the FTC Act.'® But these practices persisted. In 2019, Consumer Reports went back
to these companies that received the letters to see if they had improved their fee disclosure
practices, and found that 31 of the 34 hotels were still charging these resort fees, which were not
included in the quoted price. All of the 10 online travel agencies still operating were engaging in
the same behaviors.'® The FTC has the legal authority to pursue and stop the use of hidden resort
fees today. Such enforcement is long overdue.

In addition, the FTC’s 2017 settlement with smart TV company Vizio made it clear that
companies need to obtain meaningful consent for the tracking of consumers’ television use
through automatic content recognition (ACR), but CR research published in 2018 suggests that
companies did not always do so. The FTC’s complaint against Vizio held that pop-ups notifying
consumers of new updates to install ACR technology did not constitute meaningful consent.’
But Consumer Reports testers identified dark patterns when evaluating smart TVs with the
Digital Standard, the set of criteria used to evaluate the privacy and security of these offerings.®
For example, CR testers found that for all of the smart TVs examined, a consumer moving
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quickly through the television set-up process will end up providing consent to the tracking of
everything they watch through automatic content recognition.*®

The FTC should pursue a rulemaking prohibiting dark patterns under its existing Section
18 authority, or take steps in that direction by banning hidden fees charged by hotels, event
ticket sellers, and others.

Acting Chairwoman Slaughter has highlighted underused tools that the FTC should use to more
effectively fulfill its mission, including its rulemaking authority under Section 18.2° To incentivize
companies to follow the law, the Commission should take advantage of these powers, including
by pursuing a rulemaking under Magnuson-Moss to issue rules prohibiting dark patterns, or at the
very least, to ban hidden fees.

The Magnuson-Moss rulemaking procedures are onerous; they require, for example, multiple
rounds of comment, which is far more extensive than the APA’s notice and comment rules.?! As
a result, the FTC has finalized very few Mag-Moss rulemakings over the last forty years.??
However, many of the regulatory hurdles to Section 18 rulemaking are self-imposed. The agency
has the broad ability to streamline the Section 18 process as it sees fit. In any event, the FTC
should take advantage of its existing authority to issue rules around dark patterns. As Acting
Chairwoman Slaughter has pointed out, they provide useful guidelines for companies that can
help protect consumers, and they give the Commission the authority to seek penalties for first-
time violations.?

Pursuant to those rules, the FTC should also develop standardized disclosures, so that companies
have more clarity about appropriate interfaces and design choices. For example, the California
Consumer Privacy Act directs the Attorney General to propose a uniform Do Not Sell logo?*—
this standardization could help companies avoid dark patterns, especially if research indicates
that specific designs lead to good outcomes for consumers.?® This could also be helpful in better
ensuring fee transparency. For example, last year, CR’s investigation of food delivery apps
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uncovered that these companies often hid fees behind confusing interfaces.?® The DC Attorney
General has also taken action against Instacart for tricky fees that appear to be tips, but actually
go directly to the company.?’

At the very least, a rulemaking should include a ban on hidden fees. Hidden fees are common in
hotel and travel pricing and in online ticketing. In 2018, more than 6,000 consumers submitted
comments to the Commission, outlining the hidden fees and lack of transparency in online
ticketing services. For example, consumers shared that, when attempting to buy tickets online,
they could not figure out the full price of the ticket until they were deep into the purchasing
process. By that point, they are afraid to cancel for fear of not getting any tickets at all.?® Further,
according to a 2019 CR survey, at least 85 percent of Americans experienced an unexpected or
hidden fee in the prior two years—and 96 percent found those hidden fees annoying.?

The FTC should update the .com disclosures.

Additionally, the FTC should update the .com disclosures. This document provides guidance on
how the FTC’s rules with respect to advertisements apply to online activities—including noting
that disclosures should be located as close as possible to the claim to which they apply.* These
guidelines have the potential to help address dark patterns by providing specific design
directives.

Given the Commission’s constrained resources and capacity for enforcement, the revised .com
disclosures should err strongly on the side of clear, simple, bright-line rules instead of vague,
debatable standards that could afford bad faith actors too much wiggle room to justify deceptive
behavior. At the margins, clear mandates could rule out defensible practices, but given the
abuses we have seen and the inability of the FTC to iterate on the disclosures in a routine
fashion, more stringent guidance is clearly called for (the .com disclosures were last published
eight years ago, in 2013).3! Clear, bright-line rules will also decrease compliance costs and
increase certainty for companies.
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The FTC should push Congress to expand the Commission’s authority, including by
providing penalty authority, APA rulemaking, and staffing resources.

While there are certainly steps the FTC should take today to rein in the pervasive use of dark
patterns, the FTC obviously needs more authority, including first-time penalty authority to
sufficiently disincentivize company misbehavior, and more staff to bring more cases.®> The FTC
also needs APA rulemaking authority, which will be especially useful with respect to dark
patterns, since standardization of user interfaces may be necessary to acclimate users to what
they are being asked for, to limit bad behavior, and to empower the FTC to obtain civil penalties
for violations.

Additional authority is particularly important in light of the FTC’s series of no-payment
settlements, such as for Sunday Riley’s clearly fraudulent actions to direct their employees to
create fake online profiles to write positive reviews of their skincare products on Sephora’s
website;* and for companies making false “Made in America” claims.* Under these settlements,
these companies will face no real consequences for their misbehavior. The FTC merely asks that
they no longer break the law.*

Consumers rely on the FTC to police the marketplace and ensure that companies do not engage
in deceptive behavior. Allowing companies to engage in and profit from egregious behaviors
with merely a prospect of penalties if caught a second time and some limited recordkeeping
responsibilities will hardly strike fear in the heart of potential fraudsters. Given the
Commission’s limited staff and capacity to police an $18 trillion economy, unscrupulous actors
know there is a relatively low chance of getting caught by the FTC. Those that do should not get
what amounts to a “Get Out of Jail Free” card for their first offense.

Further, given that the Supreme Court has dealt a major blow to the FTC’s 13(b) authority to
seek refunds for consumers in the AMG Capital Management case, it is likely that it will be even
harder to bring effective cases.*® Without this authority, which the FTC has relied on for decades
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in order to obtain injunctive and equitable relief, it will be left to order relief under its Section 19
authority. This process can be extremely slow, making it more likely that fraudsters will have
already spent their ill-gotten gains before victims are able to recover any of their losses.®’

CR supports the recently-introduced Consumer Protection and Relief Act to restore the FTC’s
authority, and better enable the FTC to make victims of unfair and deceptive acts and practices
whole again and obtain timely relief.3 The FTC needs the full range of remedies at its disposal
in order to protect consumers. A statute clarifying its ability to obtain disgorgement and other
equitable remedies should be uncontroversial; the FTC should also continue to call for more
expansive powers to at least put the Commission on the same legal footing as many state
Attorneys General.

In addition, Congress needs to dramatically increase the FTC’s funding for it to fulfill its
mission.®® The FTC also needs to hire more technologists to study these dark patterns. The
Office of Technology Research and Investigation (OTECH) currently only has a handful of
technologists to support the Consumer Protection Bureau; the Bureau of Competition has no
analogous office to assist it. The Chairman should reinstitute the position of Chief Technologist
to advise Commissioners on novel technology issues, including dark patterns, and
Commissioners should be encouraged to appoint their own technologist advisors.

The FTC should support legislative efforts to specifically target dark patterns.

Additionally, legislation targeted to addressing dark patterns, for example, to protect consumer
data privacy and security or to protect consumers from hidden fees, can also expand the FTC’s
authority to act to rein in these deceptive practices.

Consumer Reports has long called for a comprehensive federal privacy law. To help prevent dark
patterns, we recommend that a privacy law not be based on an opt-in or opt-out model—instead,
that it limit companies’ collection, use, sharing, and disclosure of personal data to what is
reasonably necessary to operate the service, consistent with our model privacy act.*° By
protecting consumer privacy by default, this would help protect consumers from consent pop-ups
that trick consumers into providing consent to unwanted data sharing.
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If a bill is based on user consent, however, it is important to have a strong definition of consent
that explicitly prohibits dark patterns. Under the EU’s General Data Protection Regulation
(GDPR), users are inundated with constant and confusing consent dialogs that do not provide
meaningful information or choice to consumers. The law needs to be more precise about how
consent may be obtained and backed up by robust enforcement.*! Proposition 24, a measure to
strengthen the CCPA which was ratified by Californians last fall and fully goes into effect in
2023—expands on the CCPA by specifically prohibiting dark patterns in obtaining consent, such
as in opting back into the sale or sharing of data.*?

Privacy bills based on an opt-out model should also prohibit dark patterns. For example, the
CCPA, which gives consumers the right to access, delete, and stop the sale of their information
and opt-in consent to the sale of the information of children 16 and under, is the first privacy law
in the United States that explicitly prohibits dark patterns. Through the rulemaking process,
carlier this year, the AG established that companies’ opt-out processes cannot contain dark
patterns: “designed with the purpose or has the substantial effect of subverting or impairing a
consumer’s choice to opt-out.”** While enforcement will be key, this is a promising approach to
make it easier for consumers to stop the sale of their information.

Such protections are important, because prior to the rulemaking, Consumer Reports testing
identified instances of these dark patterns in CCPA opt outs. As part of the study, hundreds of
California consumers attempted to opt out of the sale of their information by a data broker on the
CA data broker registry, and reported to us their experiences. About 14% of the time, opt-out
processes were so onerous that consumers were unable or unwilling to stop the sale of their
information. Companies have required consumers to provide information that made them
uncomfortable to share, such as government 1Ds,** and used confusing cookie consent dialogs.*
And in a follow-up study, in which Consumer Reports submitted opt-out requests on behalf of
about 100 consumers to over 20 companies as an authorized agent, we also identified additional
dark patterns, such as buried links, that made it difficult for authorized agents to opt out on
consumers’ behalf.*®
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Opt-out legislation should also require that companies honor browser privacy signals so they can
opt out of the sale or sharing of their information in a single step, as is required by CCPA
regulations*” and the pending Proposition 24.%8 For example, the Global Privacy Control is a
CCPA-compliant specification similar to Do Not Track that allows consumers to signal in one
step their intention to opt out of the sale of their information at all companies, rather than having
to opt out one by one and potentially face dark patterns.*®

Another tactic to consider in the context of reining in dark patterns is to impose fiduciary duties
on companies. Under such a regime, companies would have a legal obligation, such as a duty of
fair dealing, to present choices in good faith and to not try to subvert user autonomy.*° This
could, at the margins, help deter companies from obtaining consent through dark patterns, or
using abusive practices to keep consumers engaged on the site.

Finally, Congress should also consider further legislation targeting specific dark patterns, like
prohibiting hidden fees. Such legislation would clarify that all fees consumers must pay to get a
product or service should be included in the base, advertised price.

Conclusion

We appreciate the opportunity to submit comments on dark patterns. Please do not hesitate to
contact us with any questions.

Sincerely,

Justin Brookman
Director, Technology Policy

Maureen Mahoney
Senior Policy Analyst
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