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Lisa B. Kim, Privacy Regulations Coordinator
California Office of the Attorney General

300 South Spring Street, First Floor

Los Angeles, CA 90013

Re: Modified Proposed Rules Implementing the California Consumer Privacy Act (CCPA)

Consumer Reports! thanks the California Attorney General’s office (AG) for the opportunity to
comment on its proposed changes to rules implementing the California Consumer Privacy Act
(CCPA).? The landmark CCPA gives California consumers, for the first time, the ability to
access, delete, and stop the sale of their personal information. Californians finally have a real
opportunity to exercise their constitutional right to privacy. But tech companies have been able
to avoid meaningful regulations for decades, and their behavior suggests that they’re not going to
let the CCPA get in the way of their sale of consumers’ personal information.

It’s up to the AG to hold companies accountable, especially as many of them have willfully
ignored the CCPA since it went into effect in January.® Making matters worse, several of the
changes to the draft rules proposed by the AG take a significant step back from the draft released
in October. Most concerning, the updated rules exempt IP addresses from the definition of
personal information—an unacceptable change that would dramatically weaken the existing
statute. To protect consumers, we urge the AG to:
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e Clarify that sharing for cross-context targeted advertising falls under the definition
of sale;
Tighten the service provider exemption;
Remove the new limits on the definition of personal information, which would
create a significant loophole for targeted advertising;
Make global, browser opt-outs more user-friendly;
Clarify that financial incentives in markets that lack competition is an unfair and
usurious practice;

e Require companies to forward opt-out requests to third-party recipients of data
where possible; and

e Consider a retention limit on records of deletion.

More information continues to become known about the extent to which consumers’ personal
information—collected not only online, but through their phone handsets, apps, televisions, and
smart devices—is bought and sold without their knowledge,* and the lengths to which companies
will go to avoid complying with even baseline privacy protections. The AG needs to take swift
action to ensure that consumers are able to exercise their privacy rights.

The AG should clarify that sharing for cross-context targeted advertising falls under the
definition of sale.

Many tech companies are doing everything they can to avoid complying with consumer’s
explicit requests to opt-out of the sale of their information. Even though companies had ample
time to prepare to comply with the new law, they are now actively looking for loopholes, and
some are ignoring the CCPA altogether. For example, the Interactive Advertising Bureau (IAB),
a trade group that represents the ad tech industry, developed a framework for companies to evade
the opt-out by abusing a provision in the CCPA meant to permit a company to perform certain
limited services on its behalf.> Google announced that it will follow I1AB’s lead,® and Facebook
has announced that its “like” buttons, which allow the company to track users’ behavior across
the web—even if they are not logged in—is outside of the consumer opt-out clause.’ Grindr, for
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example, seeks to ignore “do not sell” instructions by claiming that consumers have assented to
sale in long-form contracts they almost certainly have never read.®

The AG has the opportunity to provide further clarity on this issue, much of which hinges on the
definition of sale and the regulations around service providers. With respect to sale, some
incorrectly claim that because money isn’t necessarily exchanged for data, then data transfers for
targeted advertising purposes aren’t a sale—therefore, consumers don’t have the right to opt-
out.® For example, retailers may send adtech platforms both money and data collected about
consumers to target ads on multiple sites. But addressing targeted advertising is one of the main
goals of the CCPA, which has an inclusive definition of personal information and a broad
definition of sale to cover transfers of data for these purposes.*°

To help address any potential loopholes, the AG should exercise its broad authority to issue rules
to further the privacy intent of the Act,!! and clarify that the transfer of data between unrelated
companies for any commercial purpose falls under the definition of sale. This will help ensure
that consumers can opt-out of cross-context targeted advertising. We suggest adding a new
definition to § 999.301:

“Sale” means sharing, renting, releasing, disclosing, disseminating, making available,
transferring, or otherwise communicating orally, in writing, or by electronic or other
means, a consumer’s personal information by the business to another business or a third
party for monetary or other valuable consideration, or otherwise for a commercial purpose.

While we appreciate that the AG has attempted to address instances of non-compliance with the
opt-out button requirement by adding a provision to limit companies to “minimal steps to allow
the consumer to opt-out[,]”*? that won’t be enough to stop these companies. It is true that one of
the characteristics of IAB’s framework for “compliance” with the CCPA is that consumers are
directed to multiple sites to opt-out (IAB purports to send consumers to existing failed self-
regulatory mechanisms to exercise choices about targeted advertising).*® But the fundamental
problem is that companies argue that most commercial data transfers aren’t a sale, so that they
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don’t have to put up the opt-out button or comply with consumer requests. This issue needs to be
decisively addressed.

The AG should tighten the service provider exemption to stop inappropriate data sharing
in spite of an opt-out.

To address a second loophole that the IAB has exploited, the AG should clarify that when the
consumer has opted out of the sale of their information, data cannot be shared—even with a
service provider—to target advertising on another site or service. The AG’s new § 999.314(d),
stating that “A service provider shall not sell data on behalf of a business when a consumer has
opted-out of the sale of their personal information with the business” is an improvement on the
previous draft rules, which were silent on the issue. Nevertheless, the language should be
tightened, especially since some incorrectly claim that the data-sharing engaged in for targeted
advertising purposes is not a sale.* We suggest a new § 999.314(d):

If a consumer has opted out of the sale of their data, a company shall not share personal
data with a service provider for the purpose of delivering cross-context behavioral
advertising. “Cross-context behavioral advertising” means the targeting of advertising to
a consumer based on the consumer's personal information obtained from the consumer's
activity across businesses, distinctly-branded websites, applications, or services, other
than the business, distinctly-branded website, application, or service with which the
consumer intentionally interacts.

Second, the AG should take action to stop companies from combining data across clients.
Service providers should be working on behalf of one company at a time. Allowing companies to
claim that they’re just service providers for everyone swallows the rules and lets third parties
amass huge, cross-site data sets. To help address this problem, the AG has appropriately
removed language in § 999.314(c) of the previous draft, which held that service providers can
merge data across clients. But in the absence of a specific prohibition, given its disregard for the
FTC consent order, Facebook (and other companies) will likely continue to engage in this
behavior. The AG needs to make clear that this is not acceptable. We suggest the following
language:

A service provider may not combine the personal information which the service provider
receives from or on behalf of the business with personal information which the service
provider receives from or on behalf of another person or persons, or collects from its own
interaction with consumers.

14 1AB Framework, supra note 5, at (11)(3).



Online ad tech companies—including Facebook and Google—are the modern data brokers. As
Berkeley professor Chris Hoofnagle explains, Google and Facebook provide app developers
privileged, valuable information—your data—in return for services that help increase
engagement with their platforms.'® The AG should refine the draft regulations in order to give
consumers more control over their data with respect to these practices.

A history of non-compliance

Consumers who dislike ad tracking and targeted advertising will be frustrated if sending CCPA
“Do Not Sell” instructions has no practical effect. Consumers in Europe have already
experienced this following widespread noncompliance with GDPR as websites force consumers
through coercive consent dialogs to justify perpetuating existing data practices.'® Complaints
about tracking abuses have been filed with European regulators.!” And the Information
Commissioner’s Office (ICO), which is the UK GDPR regulator, has declared industry real-time
bidding (RTB) behaviors—when publishers auction off a space to advertisers, based on your past
internet activity, in a fraction of a second—to be violative of GDPR.*® So far, regulators have yet
to take real enforcement action.® The AG shouldn’t make the same mistake that European
regulators have made.

Ad tech companies have a long history of evading regulation. In 2012, industry representatives
committed to honoring Do Not Track instructions at a White House privacy event.?° Over the
next few years, however, as regulatory pressure and the prospect of new legislation faded,
industry backed away from its commitment, with trade groups publicly announcing withdrawal
from the industry standard process at the World Wide Web Consortium.?! Instead, they set up
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their own voluntary “Ad Choices” system to allow consumers to opt-out of interest-based
advertising. But industry efforts to self-regulate have largely failed. The rules only apply to
coalition members; industry opt-outs are fragile and easily overridden; industry opt-outs only
address usage and do not impose meaningful collection or retention limitations; and notice and
privacy interfaces were seriously flawed.??

Companies have also pushed back against the CCPA. Last year, the tech industry worked to
remove CCPA controls over third-party targeted advertising by supporting SB 753, which would
have completely exempted cross-context targeted advertising from the opt-out.?* More recently,
advertising groups have asked the AG to delay enforcement of the law—even though they’ve
had over a year to get into compliance.?* Other states, under pressure from the tech industry,
have pursued opt-out bills with a much more limited definition of sale.?® The AG should not let
companies continue to try to evade meaningful regulation.

Impact on consumers

Over time, behavioral advertising has become increasingly invasive. Sites are able to track every
move a consumer makes online, including search history and search terms.?® Apps, too, track and
sell consumers’ most sensitive data. Recent research from Consumer Reports revealed that so-
called health apps such as period trackers collect information not only about how often you
menstruate, but whether you’re trying to have a baby, and even how often you have sex. Unless
Californians opt out of the sale of their information—and the companies involved honor the opt-
out—that information could find its way to third parties, and could be further sold or otherwise
disseminated in ways that could mean getting charged more for insurance, or even facing job
discrimination.?” This information is often widely traded as a matter of course. Another recent
study found that 10 apps together sent personal information on consumers to at least 135
companies involved in advertising and behavioral profiling.?
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Consumers are actively engaged online, spending around six hours per a day using digital media,
mostly on mobile devices.?® While some consumers may well appreciate receiving targeted
offers, in study after study, the majority of people do not wish to be tracked in order to be served
with more relevant advertising.° In a recent Pew Research study, 86% of users reported taking
some action to mask their digital footprints, but most wish they had the ability to do more.3!
Older, less tech-savvy users especially feel powerless to take responsibility for protecting their
privacy.32 Most people just don’t want their personal information sold to countless strangers
without their knowledge, and at the very least companies should be required to honor
affirmative efforts to opt out of the ad tech ecosystem.

The AG should remove the limits on the definition of personal information, which would
create a significant loophole for targeted advertising.

The AG should delete the provision in 8§ 999.302, which exempts IP addresses from the
definition of personal information. While information that can’t be tied to a single, identifiable
person should not necessarily be subject to access or deletion requests, particularly without
controls to ensure that one’s search terms are being shared with another person, if companies are
using that data to target ads, it’s identifiable and eliminating it from the definition of personal
information is contrary to the clear language of the statute.®* Consumers should retain opt-out
rights in this case. This new provision significantly weakens the privacy protections of the CCPA
and is essentially a loophole for targeted advertising.

IP addresses, even though they appear to be “anonymous,” allow companies to access a
significant amount of data about consumers and their families. While IP addresses assigned to
consumers are often dynamic (in that they are periodically rotated), these numbers may in
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practice not be changed for months at a time; and as companies migrate to IPv6 addresses, there
may be no need to rotate IP addresses at all as IPv6 effectively eliminates the problem of address
scarcity. It can easily be used to track user behavior over time, even without access to cookies or
other identifiers.®® Moreover, correlation of IP addresses allows companies to engage in cross-
device tracking, as devices that share local networks are considerably more likely to be operated
by the same persons—meaning that they’re used to develop detailed profiles about consumers,
across devices, and about those with whom they live and spend time, for ad targeting purposes.=®
Currently, the CCPA gives consumers the right to opt out of its sale to third parties, but
removing IP address from the definition of personal information would rescind this right.

This new provision goes far beyond the Attorney General’s rulemaking authority. Section
1798.185 gives the AG the authority to issue rules to further the purposes of the title, which are,
in turn, to further Californians’ constitutional right to privacy.*’ Significantly weakening the
definition of personal information would go against the AG’s remit under the CCPA. IP
addresses are explicitly included in the CCPA’s definition of personal information,*® and to
remove them clearly subverts legislative intent. Finally, a bill to accomplish the same goals as
provision 8 999.302—to exempt IP addresses from the protections of the CCPA—was properly
defeated in the California legislature in July.® It would be inappropriate for the AG to overrule
the legislature by inserting this provision now.

The AG should make global opt-outs more user-friendly.

We appreciate that the AG has kept the requirement that companies must honor browser privacy
signals as an opt-out of sale.*° Forcing consumers to opt out of every company, one by one—
including from data brokers, whom consumers may not even know are collecting their data—is
simply not workable. However, the current draft should be adjusted to ensure that it is consumer-
friendly. The AG should state that platform-level controls to limit data sharing should be
interpreted as CCPA opt-outs, including Do Not Track and Limit Ad Tracking. Or at the very
least, the AG should clarify how platforms can certify that new or existing privacy settings
should be construed as CCPA opt-outs.

First, the AG should make it explicit in the rules that enabling Do Not Track opts the consumer
out of the sale of their information. Instead, the updated draft regulations require browser signals
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2019), https://www.techwalla.com/articles/the-advantages-disadvantages-to-a-static-ip-address.

3 Cross-Device Tracking: An FTC Staff Report, FED. TRADE COMM’N at 3 (Jan. 2017),
https://www.ftc.gov/system/files/documents/reports/cross-device-tracking-federal-trade-commission-staff-report-
january-2017/ftc_cross-device_tracking_report_1-23-17.pdf.

37 Cal. Civ. Code §1798.175.

3 Cal. Civ. Code §1798.140(0)(1)(A).

3% AB 873 (2019), https://leginfo.legislature.ca.gov/faces/bill TextClient.xhtml?bill_id=201920200AB873.

40 § 999.315(d).



to clearly convey that it constitutes an opt-out of sale, and require consumers to actively indicate
their choice to opt-out.*! This language unduly restricts consumer agency, particularly because it
would mean that signing up for Do Not Track—Iikely the most well-known privacy setting, at
one time adopted by Safari, Internet Explorer, Chrome, and Firefox—would not opt consumers
out of sale.*> While we do not object to the requirement in the draft regulations that opt-out
settings should be off by default, consumers would reasonably expect that enabling Do Not
Track would opt them out of sale to third parties. Consumers shouldn’t have to take an additional
step to opt out of sale after they enable DNT or a similar setting. This would mean that
consumers already using DNT—by one estimate, nearly a quarter of American adults—would be
much less likely to benefit from the AG rule, since they would likely assume that they had
already opted out of sale.*®

But DNT isn’t the only platform-level privacy setting governing third-party sharing. To
encourage the development and awareness of, and compliance with, privacy settings for other
platforms, we urge the AG to issue rules governing: 1) how the developer of a platform may
designate a particular privacy control to be deemed a valid request; 2) how the attorney general
shall maintain and publish a comprehensive list of privacy controls to be deemed valid requests;
and 3) the conditions under which business may request an exception to sell data notwithstanding
a consumer’s valid request.

Millions of consumers have signed up for Do Not Track, but there are other settings that are far
less well known, in part because they’re not associated with online use. For example, Apple, in
2013 introduced a mandatory “Limit Ad Tracking” setting for iPhone applications, and even
improved that tool to further limit the information advertisers can receive when the setting is
activated.* Consumers also need global opt-outs from sale when using their smart televisions
and voice assistants. In order to better raise awareness of the different options on the market, to
encourage the development of new tools, and to address the lack of clarity around which browser
settings must be honored as opt-outs, the AG should set up a system in order to make this clear
for consumers and businesses.
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The AG should clarify that financial incentives in markets that lack competition is an
unfair and usurious practice.

Consumers shouldn’t be forced to choose between affordable necessities and exercising their
right to privacy. Unfortunately, the CCPA suggests that companies can charge higher prices to
consumers who limit access to their data and can offer financial incentives to consumers for the
collection and sale of their personal information.*® This language was added to the CCPA over
objections from advocates, who argued that consumers should not be penalized for exercising
their privacy rights.*® While consumers may expect to have their purchases tracked by a
company to be rewarded for repeated patronage, selling that consumer data to third parties runs
counter to what participating consumers would reasonably expect.

To prevent some of the worst abuses associated with financial incentives, discriminatory
treatment should be presumed where markets are consolidated and consumers lack choices. The
CCPA prohibits financial incentive practices that are unjust, unreasonable, coercive, or usurious
in nature.*” And, the AG currently has the authority under the CCPA to issue rules with respect
to financial incentives.*® Thus, we urge the AG to exercise its authority to prohibit the use of
financial incentives in market sectors that lack competition. ISPs, for example, should not be
allowed to charge consumers for exercising their privacy rights, because customers lack the
meaningful opportunity to find more affordable options elsewhere. For example, for years,
AT&T charged usurious rates—about $30 per month—for not leveraging U-Verse data for ad
targeting.*® Where consumers have few choices, market forces don’t impose sufficient
constraints on companies from penalizing exercising privacy rights. And, there is rising
concentration across many industries in the United States,* further highlighted by the creation of
a Federal Trade Commission task force to monitor these trends.®* The AG should exercise its
authority to put reasonable limits on these programs in consolidated markets.

45 Cal. Civ. Code 88 1798.125(a)(2) and .125(b).

46 Consumers Union Letter re: AB 375 (Jun. 28, 2018), https://advocacy.consumerreports.org/wp-
content/uploads/2018/06/CU-Letter-AB-375-final-1.pdf.

47 Cal. Civ. Code § 1798.125(b)(4).

“8 Cal. Civ. Code § 1798.185(a)(6).

49 Jon Brodkin, AT&T to End Targeted Ads Program, Give All Users Lowest Available Price, ARS TECHNICA (Sept.
30, 2016), https://arstechnica.com/information-technology/2016/09/att-to-end-targeted-ads-program-give-all-users-
lowest-available-price/.

%0 Too Much of a Good Thing, THE ECONOMIST (March 26, 2016),
https://www.economist.com/briefing/2016/03/26/too-much-of-a-good-thing.

1 FTC’s Bureau of Competition Launches Task Force to Monitor Technology Markets,

FED. TRADE COMM’N (Feb. 26, 2019), https://www.ftc.gov/news-events/press-releases/2019/02/ftcs-bureau-
competition-launches-task-force-monitor-technology.
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The AG should require companies to forward opt-out requests to third parties to whom it
has sold data, if they have the information to do so.

To make the CCPA workable for consumers, there must be some obligation on companies to
facilitate opt-out requests within the data-sharing ecosystem. In the previous draft of the
proposed rules, companies were required to notify all third parties to whom it had sold data,
when it received an opt-out request from a consumer. Under the updated rules, companies only
need notify those with whom the information was sold after opt-out request was received.® The
new rule is too limited. Where possible, companies should be required to forward opt-out
requests.

Since companies may have sold data to any number of companies without a consumer’s
knowledge—including data brokers, with which consumers have no direct relationship—the
updated rule significantly undermines consumers’ ability to protect their privacy. Further, the
CCPA doesn’t require transparency about the precise third parties to which data is sold.>® While
companies may not always maintain detailed records on all of the companies with whom they
have sold data, especially in adtech transactions in which data is potentially transferred with
hundreds of companies in a fraction of a second, if the company knows who it has sold the data
to, they should be required to forward the opt-out request.

The AG should consider placing a retention limit on records of deletion.

The draft rules have been amended to allow companies to hold onto a deletion request, to help
ensure that the personal information remains deleted.> We suggest that the AG consider placing
a retention limit on these records, since the very fact of having an account with a company—for
example, Ashley Madison, Tinder, and Grindr—can reveal more about a person than they might
like others to know.%®

Given the plethora of data breaches—Privacy Rights Clearinghouse has tracked nearly 10,000
since 2006°°—and the fact that it’s not clearly stated in the CCPA that a company can’t sell the
information retained about a consumer following a deletion request, companies shouldn’t be able
to hold onto that information indefinitely. Further, the rationale that the record of deletion needs
to be retained to ensure that information stays deleted is not entirely convincing, as a deletion
request is not the same as a prohibition on collection—a company could conceivably collect
information about a consumer again.

52§ 999.315(f).

53 Cal. Civ. Code §1798.110(4).

54 § 999.313(d)(5).

5 Thomas Germain, How Private Is Your Online Dating Data? CONSUMER REPORTS (Sept. 21, 2019),
https://www.consumerreports.org/privacy/how-private-is-your-online-dating-data/.

%6 Privacy Rights Clearinghouse, Data Breaches (last visited Feb. 23, 2020), https://privacyrights.org/data-breaches.
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The AG draft rules appropriately address household-level access and deletion requests.

The updated rules allow companies to honor access and deletion requests of unauthenticated or
household-level data, when all the members of the household have placed a request jointly, and
have verification their identities.>” While this is a high bar to meet, avoiding risk of unwanted
disclosure of information is important. Transparency, data portability, and access rights are key
protections, but without a high bar to verify that all members of the household are comfortable
with the request, the risk of disclosure of sensitive information to a person other than the
consumer is simply too great.

In addition, while the CCPA already notes that businesses need not reidentify or link data in
order to comply with access requests,®® we have no objection to clarifying further that there is no
need to collect and associate information with a real name in order to provide access. Otherwise,
there is the potential that someone other than the consumer, including a spouse or roommate,
could obtain sensitive information about the consumer without their authorization. Not only
could this be harmful to a consumer’s privacy, but also it could facilitate identity theft. Identity
theft by family members is a serious problem, by one estimate totaling approximately one-third
of instances of identity theft overall.>®

Thank you for the opportunity to submit comments on the updated draft rules. We would be
happy to address any questions you have.

Respectfully submitted,

Maureen Mahoney
Policy Analyst
San Francisco, CA

Justin Brookman
Director, Privacy and Technology Policy
Washington, DC

57§ 999.318

%8 Cal. Civ. Code § 1798.110(d)(2).

%9 Bruce Kennedy, When ldentity Theft is a Family Affair, CBS NEws (Apr. 14, 2014),
https://www.cbhsnews.com/news/when-identity-theft-is-a-family-affair/.
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