February 6, 2018
The Honorable Senator Hannah-Beth Jackson
State Capitol, Room 2032
Sacramento, CA 95814
Re: SB 327 (Jackson)—SUPPORT
Dear Senator Jackson,
Consumers Union, the advocacy division of Consumer Reports,i writes to inform you of our
support for SB 327.
Although consumers benefit from the added functionality that connected products (such as home
voice assistantsii) provide, it is difficult for them to evaluate which connected products will keep
their data secure. Connected devices are increasingly used in the home and collect highly sensitive
information such as audio and video recordings. Many of these devices are built without adequate
security, allowing, for instance, open viewing of home security systems and baby monitor feeds.iii
In order for consumers to use these products with confidence, manufacturers must take reasonable
measures to ensure that the data the device collects is secure.
This issue is especially concerning when it comes to children’s connected devices. Indeed,
research on connected toysiv and smartwatchesv designed for children has exposed serious data
security vulnerabilities, allowing nefarious actors to spy on children or access their geolocation.
For instance, with the My Friend Cayla doll, an individual could use the unsecured device to listen
to the child playing with the doll. In an even more concerning case, research found that children’s
smartwatches were built without sufficient security measures, allowing a stranger to track and
communicate with the child wearing the watch.
California residents need the protections that SB 327 would provide. This bill would help protect
Californians’ privacy and security by requiring that connected devices be equipped with
reasonable security protections to safeguard sensitive audio, video, geolocation, and general health
information consumers share with the connected product. For these reasons, Consumers Union is
proud to support this measure.
Sincerely,
Consumers Union
1101 17th Street, NW
Suite 500
Washington, DC 20036
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