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ConsumersUnion

POLICY & ACTION FROM CONSUMER REPORTS

Dialing Back: How Phone Companies Can End
Unwanted Robocalls

EXECUTIVE SUMMARY

The Do Not Call list, federal law enforcement efforts, and actions by the states have not been
enough to protect Americans from the flood of unwanted robocalls that have become rampant in
recent years. Hundreds of thousands of people complain each month to the Federal Trade
Commission (FTC) about unwanted calls,* and it’s estimated consumers lose $350 million a
year to phone scams.? Thanks to rapid advances in Internet technology, robocallers can make
thousands of auto-dialed calls per minute for a relatively low cost.® Robocall scammers easily
escape detection and punishment by operating overseas* or using software to disguise—or
spoof—their name and number.® The problem is so bad that federal agencies and Congress
have been exploring solutions to the unwanted robocall problem.®

Technological solutions are necessary to address this problem. A number of leading experts
agree that phone companies have the power right now to implement technologies to
dramatically reduce robocalls.

Consumers Union surveyed a variety of experts and innovators and found there are at least four
proposed and existing robocall filtering technologies that phone companies could pursue to help
protect their customers from unwanted robocalls. One solution, the Primus Telemarketing
Guard, has been successfully implemented for traditional and broadband phone lines in
Canada,’ which calls into question why similar technologies have not been offered in the United
States.

Consumers Union launched a nationwide grassroots campaign in February 2015 to convince
the major phone companies to offer customers free robocall blocking tools.? Over 500,000
Americans to date have signed the petition at EndRobocalls.org,® but the major phone
companies have failed to provide their customers with meaningful relief. Right now, consumers
with traditional analog landlines have only limited options to protect themselves from unwanted
calls, such as obtaining inadequate blocking services from their phone company, or buying a
phone or call blocking device that allows them to stop selected numbers.*® And while many
smartphone users and those with Internet-based phone service now have access to advanced
third-party blocking tools,** the smartphone tools may work better if offered to consumers
through the phone companies.*? Moreover, the advanced blocking tools may be more widely
used if provided directly by the carriers.

In June 2015 the Federal Communications Commission (FCC) made clear that phone
companies have the legal authority to offer call blocking tools to their customers,*® and FCC
Chairman Tom Wheeler has urged them to do so.** But the top phone companies have resisted
offering advanced filtering technology to all of their customers, citing concerns that customers
may not receive wanted calls.™
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Consumers Union interviewed a number of leading experts to find out what more phone
companies could do to block unwanted calls. We found that phone companies could pursue at
least four proposed or existing advanced filtering technologies that would provide customers
substantial protection from unwanted robocalls.

o Phone companies could easily offer a filtering service directly to consumers with modern
phone lines. For example, third-party companies have already developed smartphone
apps that block unwanted calls. And Nomorobo, a free robocall blocking service, is
currently available to many consumers with Internet-based service, or VolP (Voice over
Internet Protocol).

e Filtering tools could also be offered to consumers with traditional landlines. The Primus
Telemarketing Guard has been available at no extra cost to traditional landline and VolP
users in Canada for years. And, according to Primus Canada, it could potentially work
for traditional landline, VolP, and wireless customers in the United States. Filters that
can block calls at the “gateway” between networks have also been proposed and could
potentially work for traditional landline, VolP, and wireless customers.

e Companies have the technology to reduce call “spoofing”—the practice of disguising the
origin of robocalls on Caller ID.*® This would improve telephone security and call filtering
techniques.

e Phone companies’ current robocall blocking offerings are insufficient and often costly for
customers.

e Filtering unwanted robocalls would also benefit phone companies by reducing customer
complaints and ultimately lowering customer turnover.

Recommendations:

e Phone companies should immediately offer free robocall-filtering services to all of their
customers based on latest available technology.

e Phone companies should immediately develop “Do Not Originate” techniques to reduce
spoofing by fraudulent callers.’

e Phone companies should continue to pursue call authentication strategies as a long-
term solution to the spoofing problem.
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WHY AMERICANS ARE DELUGED WITH ROBOCALLS

e 217.9 million phone numbers are registered on the Do Not Call list;*®
305,000 complaints about Do Not Call violations were made in September 2014;

e The FTC has recovered less than 9 percent of the $1.2 billion in fines levied for “DNC
[Do Not Call] & Robocall” violations.?°

The Do Not Call List Has Not Stopped Robocalls

Federal regulatory efforts haven't been enough to stop unwanted robocalls. In part because of
changing technology, the numbers of unwanted robocalls have soared,? and it has become
much harder for scammers to be held accountable. Many of the unwanted calls come from
overseas robocallers who don't respect the Do Not Call list and don't fear getting caught.*
Moreover, because the registry is designed to protect consumers from unwanted telemarketing
calls,? (Z:Pnsumers may receive legal, but unwanted, robocalls at home from politicians or other
groups.

Millions of Americans have placed their phone numbers on the Do Not Call Registry since it was
established in 2003 in the hopes that it would stop unwanted calls.?® There are now nearly 218
million phone numbers on the registry.? The rules make it illegal for most commercial
telemarketers to contact numbers on the list without permission,27 whether it is an auto-dialed or
a manually-dialed call.?®

Still, many types of calls are exempt from the Do Not Call list and other federal rules, so
consumers continue to get legal calls they don’t want. Live telemarketers® can autodial home
phones* for up to 18 months after the last time the consumer did business with that company.**
And non-profits, polisters and politicians are permitted to autodial home phones®? on the DNC
list without first getting permission.®

Recently, the FCC expanded the types of acceptable auto-dialed calls to cell phones. Now,
businesses may send a limited number®* of informational robocalls to a cell phone for financial
reasons such as fraud, a data breach, or pending money transfers. Healthcare providers
may also send a limited number of robocalls to cell phones for appointment reminders,
prescription refills, pre- and post-care instructions, and billing.*’

Enforcement Is Challenging
Why is enforcement so difficult?

e Scammers hide their identities by placing “spoofed” calls through Internet-based
networks (VolP);

e Calls placed over VolIP often must be traced through multiple carriers, making it time-
consuming to track down scammers;

e Many scammers are located overseas, where they are difficult to catch;

e Scammers try to spend their money as quickly as they get it, so it can be difficult to
recover.

Technological innovations have unleashed powerful economic incentives for scammers to

robocall consumers. New technology allows robocallers to make thousands of inexpensive auto-
dialed calls per minute.*® For example, cloud hosting services and call-generation software
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platforms let telemarketers send calls without purchasing costly hardware.*® All they need is a
disposable cell phone® or an account with a service that allows them to send these calls.

Others may set up fraudulent boiler rooms where live agents autodial consumers. Many of these
boiler rooms are located overseas where they are off-limits to detection and prosecution.** The
FTC doesn’t have the authority to force an overseas carrier to turn over their call records to
track down a scammer.*? The Voice over Internet Protocol (VolP) calls placed from overseas
cost the same as a call made from the United States, so there is no financial incentive for
scammers to set up shop in the U.S. where they can be more easily caught.*?

Another technology makes it harder to track down where robocalls originate. Call “spoofing”
disguises the caller's name or number on Caller ID, and can be accomplished through the use
of an app.* While calls made on traditional landline phones correlate to a phone number tied to
a physical location,*® scammers using VolP technology can use applications so that it appears
they are calling from a different number. According to Vijay Balasubramaniyan of Pindrop
Security, a company that combats phone fraud for businesses: “You can use [a VoIP] app and
you can pretend to be anyone.”*®

There’s little chance scammers using VolP will be caught, because it is extremely difficult to
track down the caller.*’ Calls placed over VolP may be routed through several different carriers
before they reach the consumer.“® According to the FTC’s Bikram Bandy, “It's not uncommon to
see that these calls are routed through four, five, six networks.”*° But, Bandy notes that the FTC
can often identify scammers by tracing credit card or debit card payments made by defrauded
consumers.> A variety of factors further inhibit law enforcement efforts. According to the FTC,
even if they find the scammers, they typically can recover only a small portion, if any, of the
money taken from consumers. The scammers try to spend the money as quickly as they can.*
“Enforcement has problems in terms of scaling, the time it takes to get one of these guys,” said
Henning Schulzrinne, Levi Professor of Computer Science and Electrical Engineering at
Columbia University, and formerly the Chief Technology Officer of the FCC. Before the
authorities could track them down, “they would disappear.”

Consumers Pay the Price

e Estimated $350 million lost by Americans to phone scams annually;
e $19 million lost to the IRS scam alone.*

“A few months ago | received a call from a “private caller.” That's how my doctor shows
up, so I answered it. The caller said they were sending out new Medicare cards and
wanted to verify my information. She verified my name, address, etc. Then she said get
out your checkbook and read me the numbers on the bottom of the check. I knew this was
my bank account number so | said | don't have a checking account. She angrily replied,
you do too, it's with [a major bank]. Then | knew she already had too much info about me
and hung up.”** -- Gerald, Joshua, TX

Consumers are stuck paying the price for relentless robocalls, many of which are scams
designed to trick them out of their money. Americans lose an estimated $350 million a year to
phone scams. For example, consumers tell us that they frequently hear from the infamous
“Rachel from Cardholder Services,” a fraudulent robocall that promises to lower credit card
interest rates for a lump sum.>®> Consumers also report receiving robocalls from crooks trying to
charge them to activate “free” medical devices that a friend or family member has supposedly
purchased.*®
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These calls are not only annoying, they can be downright threatening. In recent years
consumers have received calls from scammers claiming to be Internal Revenue Service (IRS)
agents, demanding money to cover a fictional tax bill.”” Some consumers report being
robocalled by debt collectors over money that they don’t owe.*® And crooks masquerading as
tech support representatives try to fool consumers into paying them to fix a phony computer
problem, or to allow them to install software that will extract their personal information.*

Spoofing makes scamming consumers out of their money even easier, since they are more
likely to pick up a call if they are tricked into believing it is legitimate. For example, IRS
scammers often spoof a Washington, D.C., area code, where the tax collection agency is
based.® Or scammers might spoof a consumer’s own phone number.®* Their tricks may be
effective in part because people tend to have more faith in their Caller ID than, for example, an
email address. Research Scientist Payas Gupta of New York University Abu Dhabi et al. argue,
“[A]ttacks that utilize the telephone as a resource are more successful because people in the
past have trusted the telephony channel.”®?

Scammers have plenty of incentives to robocall consumers. Not only can they steal money from
the consumer, but they can sell credit card and other personal information they obtain from
victims to other criminals looking for new targets.®® One scam victim can end up being
victimized multiple times.

PHONE COMPANIES CAN DRAMATICALLY REDUCE
ROBOCALLS

“There are at least eight technical solutions that, individually and in combination, can
reduce robocalls.”®* —Prof. Henning Schulzrinne, former Chief Technology Officer of the
FCC

Experts argue that phone companies have the power right now to implement new technologies
to dramatically reduce robocalls. They have proposed or created at least four types of advanced
robocall-blockers that can stop unwanted calls with little intervention on the part of consumers.
One of these proposed solutions, the third-party filters that operate through “gateway”
technology, could potentially work for customers who use traditional landlines as well as those
who use cell phones or Voice over Internet Protocol (VolP),® according to Henning Schulzrinne.
Another, the Primus Telemarketing Guard, has been offered to broadband and traditional
landline consumers in Canada for several years.® These tools could sort through calls to stop
unwanted robocalls so that consumers don’t have to manually block calls one by one.

Phone companies also have the tools to immediately reduce call spoofing. Carriers could
pursue Henning Schulzrinne’s conception of a “Do Not Originate”® list that would protect callers
from some of the most commonly-spoofed numbers, like the IRS. Placing a number on the Do
Not Originate list would tell companies to block calls with that number originating from certain
providers or gateways. In the next few years, carriers also should implement call authentication
strategies so that callers’ identities could be confirmed when placing calls,®® and consumers
might once again trust their Caller ID.
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Four Robocall Filtering Technologies
Nomorobo

This filter works by blocking “blacklisted” numbers—phone numbers reported to the FTC for Do
Not Call list violations, and numbers that consumers report are used by robocallers.®

Nomorobo works through a service called “simultaneous ring” that is free to most VolP users
and lets a phone call ring in two locations at once. Currently, Nomorobo is only available to
consumers with VolP service.”® Customers can have a phone call ring on both their home and
cell phone at the same time. Subscribers arrange for incoming calls to reach their own number
and Nomorobo servers simultaneously. When Nomorobo identifies an unwanted call, it zaps the
call after the first ring.”

Additionally, Nomorobo tries to identify calls that are highly likely to be spam by using a recently
developed system known as a “honeypot.””? Honeypot software collects information about calls
placed to a pre-designated group of phone numbers’*—in this case, numbers that had been
abandoned by consumers for too many unsolicited calls. Since legitimate callers are probably
not calling an inactive number,” Nomorobo is able to blacklist numbers harvested from the
honeypot.

According to Payas Gupta, Research Scientist at New York University Abu Dhabi, “telephone
honeypots are promising” in reducing robocalls and recommends the phone companies and
security vendors use them. He explains, “When a call comes in, then one can provide a variety
of responses ranging from picking up the call, automated interaction with the caller, monitor the
calling patterns, recording the calls if legally allowed, etc.” further noting that “if the number is
spoofed, one can try to identify the source location by analyzing audio and calling patterns.”
Moreover, if used by carriers, honeypots could be even more effective in identifying unwanted
robocalls. Says Gupta, “Telcos could share information from the telephone honeypots and mark
unwanted calls in real time.””

Ultimately, Nomorobo runs all the collected data through an algorithm to identify suspicious
calls.” In this way, Nomorobo can even block “spoofed” calls. Company owner Aaron Foss
explains: “A robocaller might spoof a random number but when that fake number starts calling
5,000 people in an hour, well, humans don't call like that.””” Callers identified by the algorithm
as suspicious are asked to input a number to prove they are not machines.”® To ensure
legitimate robocalls like school closings and emergency notifications get through, they are
placed on a whitelist at the request of consumers. "

About 280,000 consumers have subscribed to Nomorobo,® and many have reported positive
results. Michael from Tampa is one of the most enthusiastic. He reports that: “Since adding the
Nomorobo service, my phone has gone from ringing up to 20 times each day with useless calls,
down to allowing just the one or two calls each day that | really want to receive. The silence in
my home is gratifying, and Nomorobo does not seem to mistakenly block any calls that | want to
receive.”® Twenty-five of a group of forty volunteer testers for Consumer Reports gave the
service the highest rating on a scale of one to five, and an additional nine volunteers gave it four
or four and a half stars.®
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Primus Telemarketing Guard

Primus Canada, an independent Internet and phone provider that provides services to hundreds
of thousands of Canadian customers, developed Telemarketing Guard, another filtering system
that tackles the problem of unwanted robocalls. It's been available for free to Primus’s traditional
landline and broadband customers in Canada since 2007.%

The system harnesses user feedback and its monitoring system to identify suspicious calling
patterns and screen unwanted calls before the customer’s phone rings. Customers using
Telemarketing Guard can also control their own blacklists and whitelists via an online portal. If a
call is suspicious but isn’'t on the blacklist, then it is “greylisted,” and the consumer is able to
decide whether or not to take the call, block it, or send it to voicemail.®*

When a greylisted call comes in—those numbers that have been identified by other customers
as possible spam—the caller is asked to identify themselves to the recipient. They are invited to
press 1 and then record their name. The recording is played to the consumer, who can decide
to send it to voicemail, answer it, or hang up.®

According to Brad Fisher, Senior Vice President of Marketing and Product at Primus Canada,
consumers receive at least 20 fewer telemarketing calls per month with the service.®® The
service also helps customer retention for the phone company. It has been reported that 87
percent of customers cite the Telemarketing Guard as the main reason they continue to use
Primus Canada.?’

It's rare that people making legitimate calls complain about getting intercepted by the
Telemarketing Guard, according to Fisher: “A caller can only be blocked if they are on the
customer’s personal blacklist.” He elaborates, “If a call is wrongly intercepted by the greylist, the
customer can accept the call and easily add that caller to their personal whitelist.”®

Though Primus Canada says that its software is highly adaptable to US networks, phone
companies here do not offer it.% While a few companies expressed interest in the service after
Primus presented at a FTC Robocalls conference in 2012, they ultimately did not pursue it.%
USTelecom speculated that the “legal impediment™—their concern that the software would
violate carrier obligations to avoid blocking calls—accounted for the lack of interest.®* But the
FCC ruled in June 2015 that phone companies can legally use this type of software to block
robocalls.®?

Third-Party Filters for Gateway Technology

Companies could work with a third-party service to filter unwanted robocalls for consumers.
Schulzrinne notes that these filters could be extended to all customers by re-programming the
software on the computers that serve as a “gateway” between VolIP lines and the legacy
systems that deliver the calls to the consumers.® While these tools have not yet been brought
to market, as conceptualized, they could block or direct certain types of calls to voicemail, or to
another party based on information reported to carriers by consumers.* Schulzrinne says,
“They could start essentially making it possible for third parties to do filtering in a robust way.
Phone companies could use third-party filters to screen unwanted robocalls on landline,
broadband, and cell phones.®

n95

It's clear that phone companies could do more to work with third parties to address robocalls.
When discussing the role of gateway providers in stopping unwanted calls, Adam Panagia of
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AT&TY noted that “We're really not there yet on sharing originating numbers that are involved in
robocalling campaigns . . . | think that's somewhere we need to be and . . . the third-party
blocking applications . . . already have a lot of these numbers that are available. . . .[W]e need
to do a better job in sharing that intelligence across the industry.”®

Smartphone Apps

Consumers can currently download a number of smartphone apps to block robocalls to their
smartphones. *° But carriers could also offer that technology to customers directly. For example,
the Call Control app (14 day free trial, then $2.99 per month) builds its blacklist from information
collected about spam calls from its 10 million users. They also block numbers identified as spam
by the Indiana Attorney General’s office and the federal Do Not Call list. Finally, they use
algorithms to monitor call activity across their Call Control users to identify bad robocallers. For
example, Ben Sharpe of Call Control says, “We can tell if a telephone number of a large bank
has been hijacked and is being spoofed.”*®

PrivacyStar is another app that can automatically block calls they've identified as fraudulent. It
blocks spam calls, and has a green, yellow and red color-coded system for incoming calls to
indicate to the user whether the call is likely legitimate. The app also allows consumers to easily
report call violations to the FTC. To access all of the features of the service, consumers may be
charged a fee.'® Jonathan Sasse of PrivacyStar says that if the scammer is “spoofing a number
like your own, we can block those. If they're spoofing a number that's otherwise inactive, or if it
belongs to a real business, we see abnormal activity, that’s an opportunity to blacklist.”*%?

Schulzrinne points out that some of the apps don’t work as well as consumers would like and
have mixed ratings online.*®® He notes that “Current platforms aren’t really designed to make it
easy for third parties to inject themselves into the phone stream.”'® But, he says, “With the
cooperation of carriers, [they] could work better than they do today.”**®

Phone Companies Can Implement Robocall Filters

Phone companies could offer filters to protect consumers from unwanted robocalls. According to
Schulzrinne, the third-party filters installed at network “gateways” potentially could be offered to
consumers with landline, VolP, and wireless phones,'® while Primus Canada argues that
Telemarketing Guard potentially could be offered to these three types of services in the United
States. Offering the technology associated with the smartphone apps to traditional landlines
would likely be more cost-intensive and would differ for each phone company.*’

Primus Canada’s Telemarketing Guard potentially could be used for landline, VolP, and
wireless phones in the United States, according to the company.'® “Telemarketing Guard does
not require customers to purchase or install any equipment or software, or any additional
features,” says Brad Fisher. Further, he notes that “The system works at the network level,
through very typical equipment.”**®

A software upgrade also would allow third-party gateway filters to work with major U.S. phone
companies, says Schulzrinne. These gateway filters have been conceptualized but not yet
developed. ' Schulzrinne explains that they could be added as part of a software upgrade to
the modern gateways between the Internet-based lines through which robocallers send calls,
and the lines that actually deliver the call to the consumer. He says that interfaces at the
gateway could be configured to screen unwanted robocalls. The gateways are “designed to be
highly programmable,” and they feature interfaces to counter fraud.™* According to Schulzrinne,
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adding new interfaces to these gateways to filter robocalls would not be very different from
steps the phone companies already take to address fraud.** When asked about the cost, he
said that it is “well within the realm of feasibility.”***

App makers have reached out to phone companies about applying the technology. Says
Jonathan Sasse of PrivacyStar, “We've been trying to work with the carriers to improve the
situation if not stop it,” citing Sprint Prepaid, Boost, MetroPCS, Virgin Mobile, and TracFone as
companies for whom they have offered products for Android phones.** According to Sasse,
“We collaborate with the carrier on pricing, features and distribution.”**> A spokesman for
TracFone, Evan Oei, says PrivacyStar’'s Call Detector app is available to customers through the
Google Play store.'*®

Ben Sharpe says that Call Control has discussed with carriers the option of applying

the technology that powers their smartphone app to the carriers’ systems to filter robocalls for all
landline, mobile and broadband consumers. According to Sharpe, the cost to integrate the
technology would depend on the carriers’ existing set up.**’

As for the prospect of applying similar technology to traditional landlines, Jonathan Sasse of
PrivacyStar envisions that consumers could go online to manage their account and stop
different types of calls, though he admits it would “require upgraded technology.”**® He said the
required upgrade “isn't trivial,” but depends on the carrier and the systems they have in place.*
Similarly, Sharpe says that they have been offering technology “to the phone companies for the
last three or four years, and predicts options could be made available for customers to “access
their personal settings on their phone or web portal for their landline” and set up do not disturb
mode, personal whitelists and blacklists, as well as block private and unknown calls.*?

Nomorobo founder Aaron Foss has made his service available to VolP customers that have
enabled the simultaneous ring service, even without their phone company’s cooperation.*?*
Foss says his program theoretically could be used by all phone customers, saying carriers need
only switch on simultaneous ring for landline and wireless. According to Foss, this could be
handled through “software switches"—meaning the software that connects the lines through
which the call originated and those that actually deliver the call to the consumer.*? Yet he
admits that phone companies may be reluctant or unwilling to make this upgrade because
traditional landline networks are old and unreliable.*?® As for the prospect of extending
simultaneous ring to traditional landlines, Schulzrinne notes that “Older landline systems may
not support simultaneous ringing or carriers may choose not to enable the feature.”*** For its
part, USTelecom points out that phone companies are in the process of transitioning to Internet-
based networks, and “Even where it might be possible to deploy simultaneous ring within an
existing TDM network, it is not clear whether it could be accomplished while still being able to
offer a NoMoRobo-type solution on a cost effective basis to end users.”*?®

Phone Companies Should Use Anti-Spoofing Techniques
To ensure effective robocall blocking, the phone companies also must use technology to identify
spoofed calls. The filtering tools described above could be even more effective if the phone

companies’ Caller ID could be trusted. Carriers should work to address spoofing to establish
telephone security. There are currently at least two promising options to do so.
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“Do Not Originate” to Reduce Spoofing

Phone companies could cut back on spoofing by developing a “Do Not Originate” list. As
described by Henning Schulzrinne, some carriers and third-party companies operate gateways
between the calls placed over VolP and the traditional phone lines that deliver the calls to the
consumer. Commonly spoofed organizations, such as banks, law enforcement, or the IRS,
could place themselves on a list and notify the gateway keepers that calls featuring their
numbers that originate from certain gateways or providers are likely fraudulent and should be
stopped.*?® This technology would stop only the spoofed calls from numbers placed on the “Do
Not Originate” list."*” Carriers already have the technology to implement such a system.*?®
Adam Panagia of AT&T says of this proposal,*? “In most cases | think that would be very
helpful,”**° though cautions that it could inadvertently disrupt some legitimate calls.**

Call Authentication to Address Spoofing

A group within the Internet Engineering Task Force (IETF), an open, standards-making
organization,™** has been working to develop Internet standards so that callers and carriers can
confirm that they are the owner of a particular phone number.*** A second, but related group in
the IETF is working on verifying the names that appear on Caller ID.** This would address the
problem of call spoofing that is so common with the spread of VoIP.***> While these standards
would only apply to calls placed with VolP technology, they would benefit consumers using all
types of phone lines because most fraudulent robocall attacks originate from VolIP.**® AT&T and
Verizon have said that they are working with the IETF on these proposals.*®’

Unfortunately, this process could take years and a great deal of coordination among countries to
implement—according to one recent estimate, five to seven years.'® Schulzrinne notes that
these standards would require software upgrades.**® Moreover, the standards are voluntary, not
mandatory so carriers would not be required to adopt them.**°

Nevertheless, this is a promising long-term solution to the illegal spoofing problem. Carriers
should continue to encourage the development of these standards and to implement them when
completed.

PHONE COMPANIES’ CURRENT CALL BLOCKING
OFFERINGS FALL SHORT

Few Services for Traditional Landline Customers, More for VolP

Unfortunately, top U.S. phone companies do not offer their traditional landline customers —
approximately 50% of home phone users'*—the type of advanced call-blockers described
above, and only limited options for those who want to block robocalls. For example, AT&T,
Verizon, and CenturyLink allow traditional landline customers to block just a small set of
numbers that they identify themselves, as well as anonymous calls. Not only is inputting
selected numbers a hassle, but it's not always free.**?

Consumers tell us that only being able to block a few numbers makes these tools ineffective
against spoofers. Steve of Altadena, Calif., says, “l add a number to block a call and | never
hear from that one again. That's because telemarketers use zillions of numbers, so blocking any
one of them is pointless. It’s like playing whack-a-mole.”**®
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Likewise, phone companies typically offer Anonymous Call Block and Call Trace. Costs vary for
these services, but traditional landline customers can pay $6 a month for Anonymous Call
Block.* Call Trace is usually charged on a per-use basis, but can cost up to $10.'*° These
tools can be useful in certain circumstances, but they fail to effectively and proactively block
many robocalls.

CenturyLink also offers a service called No Solicitation. It works by playing a recorded message
explaining that the customer does not accept unsolicited telemarketing calls. It invites the caller
to press one, or remain on the line.'*® However, the service does not disconnect the call if the
caller does not press one, so consumers may still receive unwanted robocalls.**’

Consumers who subscribe to VolP phone service have more powerful call blocking options,
typically for no extra charge. For example, many VoIP subscribers, including AT&T U-verse and
Verizon FiOS customers, can sign up for Nomorobo, since it is enabled to work with any
“simultaneous ring” service.**® Other options include AT&T U-verse’s “Call Screening” product,
which allows consumers to “whitelist” up to 20 numbers and block the rest.**® Verizon FiOS
customers can block up to 100 numbers,** and the VolP provider VOIPO has a service called
Telemarketer Block, which directs calls identified as telemarketers to voicemail.*** VOIPO also
formed a partnership with Nomorobo to offer the service to its customers.*>

Still, options are limited for traditional landline customers, and the transition to fully IP based
networks could take several years.**® Consumers may buy devices to plug into their landline
and VolP phones to block unwanted calls. Some devices let consumers build blacklists of
unwanted numbers, while others allow them to block all calls except for a select number of
“whitelisted” numbers. Some work both ways. These devices typically cost between $50 and
$110. Many consumers who tested these devices for Consumer Reports reported that they liked
the protection offered by the call blockers.* Some phones, for home use' and wireless,**®
allow the consumer to enter or select numbers they would like to block. While these products
may offer much-needed robocall blocking to consumers, they typically put the responsibility on
consumers to enter the numbers to block or allow. Moreover, the stand-alone call blocking
devices are not free.

See the Appendix for more details on the limited call blocking options currently offered by major
phone carriers.

Major Phone Companies Have Resisted Advanced Call Blocking Tools

“Phone companies, please start letting your customers request to have robocalls
blocked.”**” --FCC Chairman Tom Wheeler

AT&T, Verizon, and Century Link tell Consumers Union that they are doing everything they can
to stop unwanted calls. But the phone industry, despite pressure from lawmakers and
regulators, has resisted offering new, comprehensive options to all consumers to stop robocalls.

On June 18, 2015, the FCC voted to make it clear that phone companies can give their
customers the choice to use call blocking technologies. FCC Commissioner Mignon Clyburn
called the decision a “win” and said that call blocking tools are “exactly the type of offering that
we want to encourage carriers to provide.”**®

State attorneys general welcomed the FCC’s decision, and recently called on the carriers to
offer better tools to their customers. In July 2015, forty-five attorneys general sent a letter to
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AT&T, Verizon, CenturyLink, Sprint, and T-Mobile, and urged them to provide the latest call
blocking technology to their customers.™® Federal lawmakers have also spoken out on the
issue. In August 2015, eight US senators instructed the FCC and the phone companies to work
together to create and offer advanced call blocking tools to consumers.*®

The telecom industry has so far resisted the pressure from lawmakers. The CTIA, which
represents the wireless companies, shrugged off responsibility for the robocall problem. In July
2015 they said: “[T]he attention to stop [robocalls] needs to focus on those bad actors who are
willfully and blatantly ignoring the laws.”*®* USTelecom responded to the FCC vote by reiterating
their commitment to stopping robocalls, but protested that: “[T]here is no single technological
solution to solving this problem[.]"*¢2

As part of the End Robocalls campaign, Consumers Union sent letters to AT&T, Verizon, and
CenturyLink, asking them to provide customers free robocall blocking tools.*®®* The companies
responded that they were doing their best to stop robocalls, and that consumers could take
advantage of the offerings already available to them.'® Verizon has suggested that “Educating
consumers about robocalls would go a long way toward ensuring that [consumers] are aware of
the various options available to guard against unwanted calls.”*®®

Phone companies’ responses to the letter from the attorneys general haven't been much
stronger. Both AT&T and CenturyLink have said that customers should use their existing call
blocking options,*®® but they offer only limited protection against unwanted calls. For its part,
Verizon raised concerns that advanced robocall blocking technology might block legitimate
calls, like emergency notices.*®’

While Verizon’s concerns are understandable, tools like Primus Canada’s Telemarketing Guard
take steps to avoid blocking wanted robocalls. For example, the Telemarketing Guard relies on
customer feedback to “greylist” calls. It's unlikely that consumers will flag emergency robocalls
as unwanted. And, Primus Canada’s experience is that legitimate callers have rarely been
intercepted.'®® Finally, while no robocall blocking technology will be perfect, consumers should
have the right to decide whether the benefits of any technology will outweigh any potential
downside. Consumers can be informed of any risks associated with the tools in the form of a
disclosure.

Ending Robocalls Will Benefit Phone Companies, Consumers

“Being able to trust the traffic that enters their networks would be a good thing for
[carriers].”*® — Mustaque Ahamad, Professor, Georgia Institute of Technology College
of Computing, and Co-Founder of Pindrop Security

It's in the best interest of the phone companies to immediately offer to customers the latest and
best technologies to end robocalls. As Primus Canada’s experience has shown, offering
effective call blocking tools can reduce customer turnover. It could also reduce the amount of
time spent dealing with problems consumers experience with robocalls. “The feedback from
telephone companies is that problems consumers experience with robocalls are the number one
customer complaint,” says Ben Sharpe of Call Control.*™

“This is a high value feature for our customers,” says Brad Fisher of the Telemarketing

Guard.*™ The VolIP provider VOIPO has even announced a partnership with Nomorobo to
reduce calls, showing that call blocking could be used as a selling point.*"
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Also, ending spoofing would be beneficial for phone companies, because there’s value in being
able to identify and deliver legitimate calls to their customers, says Professor Ahamad.'"®
Jonathan Sasse of PrivacyStar points out that carriers “don’t want their networks to be polluted
from these calls.”*"

Carriers also spend a lot of money in fielding customer complaints about robocalls. Eric Burger,
Professor of Computer Science at Georgetown University, notes that handling customer
complaints is quite expensive—and illegal robocalls are the source of many of these complaints.
He notes that the money phone companies make from completing calls is outweighed by how
much it costs to deal with customer service calls, as it costs “dollars per minute” to address
consumers’ concerns.'”

Carriers should heed some of the lessons learned from the fight against email spam in the early
2000s, experts say. Consumers were overwhelmed with unwanted spam, but spam filters were
able to direct scammers and unsolicited messages to separate folders. Balasubramaniyan of
PindroPmSecurity says, “[T]hat's exactly the way the security in the phone channel is also going
to go.”

RECOMMENDATIONS

e Phone companies should immediately offer free robocall filtering services to all
customers based on the latest technology.

e Phone companies should immediately develop “Do Not Originate” techniques to reduce
call spoofing.

e Phone companies should continue to pursue call authentication strategies as a long-
term solution to the spoofing problem.
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APPENDIX: PHONE COMPANIES’ CURRENT CALL
BLOCKING OPTIONS

This chart outlines the call blocking services available to customers of AT&T, Verizon, and
CenturyLink in July-October 2015, based on areas in California, Washington State, and
Pennsylvania, as well as general estimates. Where possible, information about the cost of the
service was obtained online or through an online chat with a customer service representative.
Customer service representatives provided additional information over the phone. Pricing and
availability is subject to change and may differ depending on the area and calling plan. This is
intended for reference purposes only. Please check with your phone company for the most
current and up-to-date prices.

AT&T
Service Description Landline U-verse (VoIP) | Wireless
Call Block Block unwanted Block 10 Block 20 Block 30
numbers*”’ individual and all | numbers,*” numbers, $4.99
anonymous free'®® per month*&!
numbers, $8.50
per month*"®
Call Screening “Whitelist” certain | n/a'® Block all but 20 | n/a™®
numbers, block selected
the rest'® numbers,'®
free'®
Privacy Manager | Callers with Free'® n/a’® n/a’®
suppressed
Caller ID can be
connected after
providing their
name*®’
Anonymous Call | Block numbers $8.50 per month, | Free' n/a'®*
Rejection with suppressed | included with
Caller ID** Call Block at no
extra charge'®
Do Not Disturb | Stops all calls n/a’® Free®’ n/a'®
when enabled'®®
Call Trace Dial *57 to report | Estimate of $4 $8.00 per n/a*%
an obscene call | per call®® Free | trace®”

to the police.
Caller must then
pursue issue with
authorities®®®

for unsuccessful
attempts,
charges vary for
successful ones.
Not for
telemarketing

201
calls
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VERIZON

Service Description Landline FiOS (VolP) Wireless
Call Block Block unwanted | Block 6 or 12 Block 100 Block 5 numbers
numbers numbers,?* numbers,*’ for 90 days for
depending on free?%® free. Block 20
area,”® $6 per permanently for
month?® $5 per month.*®
Anonymous calls
blocked as well
under the $5
plan.**°
Anonymous Call Block calls with | Approximately | Free®? Can block
Rejection suppressed $6 per month?!! anonymous calls
Caller ID through Call
Block service.**®
Call Trace Can report calls | $10 per use”® | Free®’® n/a**’

to Verizon,
“stored for

future action”®

Do Not Disturb

When enabled,
callers get
recorded
message or go
to voicemail?*®

$6.10, but n/a to
new
customers?*®

Can select 10
callers to be
allowed through.
Free??°

n/a221
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CENTURYLINK

Service Description Basic Phone (Local | Home Phone Plus
Only)222
Call Rejection Block unwanted Block 12-15 Free (customers

numbers??®

numbers,?* $6 per
month, with one-time
$7 fee.?*® Block up to
25 through
“Enhanced Call
Rejection,” ?° $6 per
month with one-time
$7 fee®’

can choose 10
services for no

additional cost)?®

Anonymous Call Block numbers w/out $6 per month®*° Free
Rejection Caller ID info®®
Call Trace Can report disturbing Up to $10 (if Free *%
calls. After three traces, | successful)®*?
can request further
action from
CenturyLink®®*
Do Not Disturb Stop incoming calls®* | $3.95/month, one- Free
time fee of $7%%°
Caller ID with Privacy+ screens calls | Privacy+: one-time Free
Privacy+, Security with suppressed Caller | fee of $7°%
Screen ID. They can be put Security Screen:
through after the caller | $2.95 per month?*°
provides a name. With
Security Screen, callers
can be connected after
providing their
number.?*® Up to 25
numbers®’
No Solicitation Callers hear a $6.95 per month*** Free

recording that asks
telemarketers to hang
up. Others are
instructed to press 1 to
continue, or stay on the
line.?*°
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